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Section I: Welcome to Marketplace!

A. Why Marketplace?

The Office of the Bursar in conjunction with Information Technology Systems has determined it necessary to
reduce the University’s PCI scope. One way to do so is to consolidate the number of third party systems used in
credit card processing across the University. TouchNet Marketplace utilizes the TouchNet Payment Gateway,
which can be used by both smaller departments with low volume credit card payments via a uStore as well as
larger departments using a TouchNet Ready Partner via uPay. The ultimate goal is to reduce the number of
individual merchant accounts open at the University as well as streamline the third party vendors used for credit
card processing.

Once logged into TouchNet, navigate to the Marketplace Operations Center:
Applications - Marketplace

ishboard RECON1 Applications ~ Client Community Help
Payment Gateway
Home Ls Print Pa:
ninistration M Bill-payment lions Center Home
th el Marketplace | . . . .
nce ( , Mobile and uPay sites. Search for Order Id or System Tracking Id. Status can be changed on store and upay sites.
Dffice PayPath
tivities
tment Mall Link and Search
& Reports
e Exceptions UConn Marketplace View Mall

a.ger Order or System Tracking 1D :
file
Search Advanced Search

Stores

Show 10 ~~ entries Search:

[]  Name “ Id Template © Type® Merchant Web © Mobile Pointof Fulfillments Links o
¢ Name ¢ ¢ Sale ¢ Pending ¢

[]  Allied Health Sci 3 Designer: General | Allied Enabled | N/A Disabled | 1 View Store | gy
Fixed Width Health Sci

[[]  ANSC CT Horse Symposium 2 Designer: General Animal Enabled N/A Disabled 0 View Store -
Fixed Width Science

[C]  ANSC Horse Practicum and Riding Lessons 1 | Designer: General = Animal Enabled | N/A Disabled 0 View Store &5
Fixed Width Science

[J  Office of the Registrar 5  Designer: General Registrar's Enabled N/A Disabled 1 View Store .
Fixed Width Office

[0 Student Activities 4 Designer: General  Student Enabled | N/A Disabled 0 View Store | g _
Fixed Width Activities

Showing 1 to 5 of 5 entries

B. TouchNet Ready Partners

TouchNet has created a relationship with various common campus vendors which allows integration between
the vendors and Marketplace. TouchNet is used as the payment gateway (replacing other options such as
PayPal or Authorize.net) with transactions flowing through Marketplace. This not only streamlines credit card
payment processing across the University, but it also allows departments to use a third party vendor without
needing their own merchant account. This manual covers only uPay used for TouchNet Ready Partners.

Current TouchNet Ready Partners can be found here:
https://www.touchnet.com/en/partners/touchnet-ready-partners
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C. uPay vs. uStore

TouchNet Ready Partners link into Marketplace via uPay. With uPay, information is collected by the TouchNet
Ready Partner system and Marketplace acts only as the payment gateway. Marketplace also offers uStores. A
uStore is intended for departments who wish to accept credit card payments for products/services/events and
require basic collection of information. Departments may use uPay for their Touchnet Ready Partner, but also
have a need to open a uStore to accept payments that do not go through the third party vendor.

D. Fees

The University is charged processing fees by our processor, Global Payments. The fees are typically 2-5% of
the monthly sales. Cash Operations will receive the bill monthly from Global and calculate the department’s
portion. Cash Operations will charge the department’s KFS account via a Distribution of Income and Expense
edoc. For departments who have their own merchant account, this will replace the monthly bills you currently
receive and pay. The fees should be comparable.

E. Marketplace uPay User Roles

There are a variety of user roles in Marketplace. Proper separation of duties should be utilized when assigning
roles. Below are detailed descriptions of each role:

Site Manager: Added to Marketplace by Cash Operations

Manage the allowed payments

Configure the site to accept recurring payments and additional donation offerings

Customize settings such as email announcement text, uPay page titles and text, refund policy
Take uPay sites online or offline

Search, cancel, and refund payments

Review Marketplace reports

Payment Clerk: Added to Marketplace by the Site Manager
e Search, cancel, and refund payments

Accountant: Added to Marketplace by Site Manager
e View Marketplace reports

F. Administrative Responsibility
Both Cash Operations and departments have administrative responsibilities associated with Marketplace:

Cash Operations

e Primary liaison between the University and TouchNet (payment gateway and third party provider of
Marketplace) as well as with Global (credit card processor)

e Collaborates with ITS to ensure PCI Compliance is achieved and maintained at the University level

e Creates initial uPay site and settings

e Add and Disable users in TouchNet and Marketplace

e Responsible for recording all Marketplace payments in KFS and paying the monthly Global bill
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e Responsible for paying monthly credit card processing fees (Global and AmEXx) and charging Merchants
appropriately within KFS
e Primary contact for departments for all Marketplace related questions

Departments

e Responsible for ensuring PCI Compliance at the departmental level

e Oversees customizable uPay settings such as email text and return policy

e Primary contact for their customers

e Respond to any chargeback or returned payments timely

e Reconcile transactions processed in the TouchNet Ready Partner third party system to payments processed
in Marketplace and to revenue recorded in KFS on at least a monthly basis

Section I1: uPay Site Setup

A. Overview of Setup Process

Cash Operations will work with your department and TouchNet to implement the TouchNet Ready Partner and
create the uPay site. Unless requested otherwise by the department, all setup will be done in production only.
The following is the general overview of the setup process:

1.

If the TouchNet Ready Partner has not yet been implemented with Marketplace, Cash Operations will
submit a request with TouchNet to implement. If the Partner has already been added, then the
department will need to reach out to their vendor to make them aware that they are switching payment
gateways and continue to Step 3.

TouchNet will send Cash Operations a Data Gathering Worksheet. To complete this worksheet, the
department may need to reach out to the vendor to request information including URLS to be whitelisted
by TouchNet with their firewall as well as the return/error/cancel URLs. The completed worksheet
needs to be sent to the vendor and TouchNet.

Cash Operations will create the initial uPay site and required settings. Note: Cash Operations will need
to enter the KFS account and object code during the initial setup. All payments must go to a single KFS
account and object code. If funds need to go to multiple accounts, then we suggest setting up the uPay
site with a clearing account and periodically submitting a DI to move the funds accordingly in KFS.

The department will configure allowed customizable fields such as: Email text and signature, name of
uPay site, and the return policy. See Section B below for more detail.

Department will need to communicate information to the vendor so setup can be completed on their end.
Information likely will include uPay Site ID and T-Link.

Once setup is completed on the TouchNet Ready Partner’s end, a $1.00 test transaction should be
initiated to confirm setup is working as expected. Be sure you have set the site status to Enable!

When ready, Cash Operations will work with Global Payments to close the departments existing
merchant account(s) if applicable.
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B. Customizable Fields

Although Cash Operations will configure the uPay sites with many of the fields that must remain static, there
are some fields that he department can customize. If you are unsure if a certain field can be changed or

customized, please ask Cash Operations.

Payment Settings

Most of the settings on this page cannot be changed. However, you can customize Optional Prompts.
Marketplace can collect some additional information during the checkout process. Depending on what
information is collected by your TouchNet Ready partner, you may or may not want these options to be shown
to the customer. If you choose to have this information collected by marketplace, responses will be available in
various Marketplace Reports as well as searchable within Marketplace Payment Search.

Optional Prompts

Show email address prompt:
Show day phone prompt:
Show night phone prompt:

Show mobile phone prompt:

Messages & Titles

Required?

oono

This screen allows you to customize the page names that appear in the customer’s browser title bar and the
messages that the user sees at the top of the uPay pages. Below are the applicable fields:

Payment Method Selection

Page Title:

Payment Method Selection Message:
(HTML Allowed)

Credit Card
Payment Info Page Title:

Credit Card Payment Info Message:
(HTML Allowed)

Verification Page Title:

Credit Card Payment Verification Message:
(HTML Allowed)

If allowing for Additional Donation option:

Additional Donation Pages
Page Title:

Additional Donation Message:
(HTML Allowed)

As of July 2018

Payment Method Selection

Please select a payment method and enter an amount

Enter Payment Information

Please enter your credit card information

Verify Your Payment Information

Please verify your payment information

Additional Donation Options

Select or enter the amount of your donation.
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Form Parameters

The TouchNet Ready Partner passes certain parameters to the uPay site when sending the customer to submit
payment. Typically, three parameters are setup: UPAY SITE_ID, TICKET NAME, and TICKET. (This is just
the name of the parameter fields and may not be a true “ticket name”). However, some TouchNet Ready
Partners may be able to send additional parameters that will appear in various Marketplace reports. The
department can add these additional parameters here by clicking “Add new”. Note: It is important that you
enter the parameter name exactly how the TouchNet Ready Partner sends it through.

Display Name Settings
Parameter Names below must be an exact match for parameters passed to uPay, or the data will not be available for reports and payment search.
Parameter Name (Required) Display Name (Optional) Display in Reports/Searches

Mo parameters have been defined for the uPay site.

Add new

Display Name Settings
Parameter Names below must be an exact match for parameters passed to uPay, or the data will not be available for reports and payment search.
Parameter Name (Required) Display Name (Optional) Display in Reports/Searches Sort Key Actions

® Yes O No Delete

Add new Save changes Cancel

Miscellaneous
Here, you can change the Site Status, enter a customized Site Offline Message (message customer will see in

the rare occurrence that the uPay site is down), the Site Name, and the Site Email Address.

General Settings

Site Id: 1

Site Status: Disabled [v]

Mobile Status: Disabled ﬂ

Site Offline Message: (500 characters max) This site is currently unavailable.
Site Name: Graduate School

Site Email Address: gradschool@uconn edu

You can also decide when the customer will receive an email. Note: The TouchNet Ready Partner may send an
email when the payment is submitted, however it will not notify the customer of any refunds.

Email Settings for Payer Message

Send Payment Notification Email to Payer: O Yes ® No
Send Refund Notification Email to Payer: O Yes ® No
Send uPay Driven Recurring Payment Notification Email to Payer: O Yes ® No
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The department can enter the Return Policy if applicable.

Return Policy Settings

Disabling this feature removes the return policy from the footer and the return policy text at checkout.
Show Return Policy Link:
Return Policy Link Label:

Return Policy Text (50,000 chars max):
(HTML Allowed)

i =
) Yes ® No

Return Policy

The department can also elect to have Privacy, Help, and Accessibility links displayed. These links will show

in the bottom of the uPay site’s navigation bar.

Privacy Link Settings
Show Privacy Link:

Privacy Link Label:

Privacy Link Content:

Help Link Settings
Show Help Link:

Help Link Label:

Help Link Content:

Accessibility Link Settings
Show Accessibility Link:

Accessibility Link Label:

Accessibility Link Content:

As of July 2018

O Yes ®
Privacy

=

®  Add URL

O Yes ®
Help

=

®  Add URL

O Yes @
Accessibility

® Add URL

No

O Add Text (50,000 chars max, HTML Allowed)

Ho

O Add Text (50,000 chars max, HTML Allowed)

No

O Add Text (50,000 chars max, HTML Allowed)
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Email Messages
The department can customize the signature text of the payment notification as well as the language used in
other emails that you can elect Marketplace to send the customer (chosen on the Miscellaneous page).

Email Settings
Payment Notification Signature Text: UConn Graduate School

Notification Confirmation Announcement:
(5,000 chars max)

Refund Announcement:
(5,000 chars max)

Cancel Announcement:
(5,000 chars max)

If electing to offer recurring payments, the departments can customize those emails as well.

Email Messages Recurring

Recurring Success Announcement: Hello

(5,000 chars max)
This is an automated message to inform you that your scheduled payment has been completed successfully. Payment
details are listed below. Please note that all payments are subject to approval and final verificatien.

Recurring Failure Announcement: Hello

(5,000 chars max)
This is an automated message to inform you that your scheduled payment did not successfully complete. Error details
are listed below. Please contact us if you have questions about this e-mail or the payment referenced below.

Recurring Error Announcement: Hello

(5,000 chars max)
This is an automated message to inform you a scheduled payment did not successfully complete. Error details are
listed below.

Recurring Reminder Announcement: Hello
(5,000 chars max)

This message is a reminder that you have scheduled a recurring payment for the date listed below. Please see the
Payment Details section of this message for additional information about the payment.

Thank you for scheduling recurring payments!
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Recurring Settings
The department can elect to allow the customer to setup recurring payments. Settings related to recurring
payments are here.

Recurring Payments Settings
Allow Recurring Payments: O Yes ® No
Prompt Displayed to User Asking if Recurring Payments are Desired:
Allow Recurring Payments with no end date (Credit Card payments will still be limited to expiration date): O Yes ® No
Maximum Duration: —Select Units——ﬂ (99 vears max)
Accepted Frequencies:
O Daily
Weekly
Monthly
Bi-Monthly

Quarterly

Oooooano

Semi-Annually
O Annually

Recurring Donation Reminder: O Yes @ Ng
day(s) before recurring donation date

ACH Agreement Text for Recurring Payments:
(HTML Allowed)

Contact Information for Users who Create Recurring Payments:

Name:
E-Mail Address:

Phone Number: (Example: 123-456-7890)

Save

Additional Donation
The department can setup a prompt to be displayed to the customer during the checkout process, asking if the
customer would like to make an additional donation. Settings related to additional donation are here.

dditi 1 D = ing:
Add an additional option in the payment process to request a one-time donation? ) Yes @ No
Donation name:

Prompt for a one-time donation:

Description: (30,000 chars max)
(HTML Allowed)

Set up one or more amounts from which the buyer may choose to purchase. User entered amount allows the buyer to determine the purchase amount.

Donation ameount: Donation Amounts

[ user entered amount.

sinimum user entered amount:

Add More Selections |

To override the upay default account code, select a value in the Account Code Override drop down.

Accounting Code Override: ~

save

Image Management for Additional Donation

Best results is using an image with the recommended W x H: 250 x 250 pixels

Ho Images

| uptcad fu size image
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Section I11: Payment Search

A. How to Search for a Payment

Naviage to the Payment Search screen. Here, there are several fields that you can search. Note: Fields such as
phone number and email will only be searchable if you elected to have them be prompted to the customer under
the Payment Screen - Option Prompts. Enter the information you have and click Run Search. All payments
meeting the search criteria will show. You can view all details by clicking on the System Tracking ID.

Payment Search

Enter one or more filter values for payment search.

System Tracking ID:

Payment Gateway Reference Number:

Credit Card Authorization Code:

External Transaction ID:

Linked Session Id:

Customer Name:

Customer Phone Number:

Customer Email:

Order Date: BT B 1o

Parameter Mame:

Clear All Select All
Parameter Value:

Mumber of rows per page: 10

Run Search

B. Refunding a Customer

To refund a customer, first find the original payment by following the Payment Search instructions above.
Once you locate the payment, click into the System Tracking ID. Confirm that the completed payment has a
Status of “Success”. Then, click “Refund” under Action.

Completed Payments
Date Status TPG Reference Number Original Amount Remaining Balance Action
07/13/2018 11:48:56 AM EDT Success 20180713000005 $150.00 $150.00 Refund

Enter the Refund Amount and click Submit to finalize the refund.

New Payment Search Order Details

Refund Options

Item Original Amount Remaining Balance Accounting Code Original Accounting Code Accounting Code Amount Refund Amount
Amount Remaining
UConn Events and Conference $150.00 $150.00 4162640| |4784 $150.00 $150.00 5
Services
Cancel Submit
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Section 1V: Marketplace Reports for uPay Sites

Below are the various reports available in Marketplace. They will be helpful in reconciling the transactions

made in the TouchNet Ready partner system as well as reconciling KFS.

Revenue

Used to pull all payments received in a specific date range. Note: Recurring payments appear as revenue on the
day the payments are processed. For example, if a recurring payment is set for December 1, the payment will be

displayed as revenue on December 1.

Enter the date range, determine the number of rows you want to show on each page, and click View. The report

can be Exported to CSV.

uPay Revenue Report

The default report shows current day information.

FrNT FAge e

From: 02/01/18 12:00 AM iz To: 03/09/18 11:59 PM sz View

Application Type:

uPay

uPay Mobile

Mumber of rows per page: 10

Site ID Site Name Credit Card Total Credit Campus Card Total Campus ACH Total ACH Total Total
Transactions Card Transactions  Card Transactions Transactions Transactions Revenue

Transactions Transactions
1 mat's test o 50.00 0O 50.00 | O $0.00 | O $0.00

There is no data on record for the selected time period.

By Product

All payments made for a TouchNet Ready Partner system will have the same product name. Therefore, this

report will be similar to the Revenue report above.

FProduct Detail Report

The STl repaet Shners Current day informateon

Back To Upay Sy Prodect Report
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Apphcation Typs:

SR .
C N o=
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Ernail sk ness

Lo Slne o 2T Tiest Lbse
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Ly Slne o 20w Tast Usar
Ernail acklrooss

Uy Sise O ZOZE Test Lsar

Ernail acklress

16 11 .55 FPM L=

-
Dape Crdberesd

Ol S 2R 2O O A AT
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aionsonE o uchret . como

Q2,13 2016 R 1 E
St CET

ki L sy o
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ase CET
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-
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b=
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1
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i
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Email Status: S

Print Psaea

e
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oun

==

I

The Product Detail Report shows the transactions for the selected
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date range.
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Recurring Payment

Only applicable if the department has elected to allow customers to make recurring payments. The uPay
Recurring Payment Group Report contains two tables. The table at the top of the report shows totals for all
recurring payments that were processed during the selected date range. The second table shows all
recurring payment schedules for which payments were processed during the selected date range.

The Installments column shows the number of payments that were processed for each recurring payment
schedule. For example, if this column shows "3 of 13," this means three recurring payments were processed
during the selected date range, and the recurring payment schedule includes a total of 13 payments.

ot ~ Print Paps
uPay Recurring Payment Group Report ot Pags &
The default report shows ourrent day information.
Expart To &8
From: 0101016 12:00 AR ER ro: 04022016 1150 P 2 wiow
application Type:
¥ uPay
# LPay Mohbid s
Skt 1D Site Mame Processed Processed Revemss Pending Transactions Pending Revenss
Tram=actioms
Lipay She O 1 159,35 | 0 S0, (M)
- e - - F - - -
Systam Extomal Trans Payment Mame Imes tall i s Procested Pending Total Revanus
Tracking ID ¥} Mot hacad Rewveniss Rewenis
1912 &TT4 Visa Terst e 181 S1Z.55 S0, 0 515,35
1915 AT34 El=ctronic Temt Lnor 1T od 1 =13.35 =000 =11.25
Chack {acH)
1906 AZ34 Elactronic Terst Lsor 1 of 1 S1Z.35 =0,00 51,35
Check {aCH]
1997 AT Elactranis Tt sy 1 of 1 S1Z.35 S0, 040 1,35
Chedk {&CH])
191% e Elactranis Teey LBes 1081 13,35 10, EH) Z1F, k5
Chedk {aCH)
1920 A3 El=ctronic Test Uy 1 of 1 21235 S0, 0D 212,35
Chodk {aCH]
00 &34 Visa Tt ey Sof = =51.T5S =0.00 =51.T5
2029 A234 isa TSt Ly S50l S 561.75 S0.00 561,75
F030m A4 JisA Tesst 1= ool S b S0, M) 41,75
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You can view additional information by clicking a System Tracking ID number. The uPay Recurring Payment
Detail Report is then displayed for the selected System Tracking ID.

Expoat Tao C5W

Froemz 010116 12 00 &P

Appticaticon Type:
Py
T A S [

Upay Sies I Upay Sita

Harme
o Ly Shte- O

Flidke Detoill

Py 5t Ml e et
ITIE
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NTFER

Ermewil Sabdre—s
1FEa

Emmil Sahiress

Haeck To P oy Recurrimg Payrment Grosop B p-oet

Friot Paaes  J—p
= To: 04rzZaudsS 1159 PR jr1ma -
% R Exbormesl Payrnomt Pl e Fimmbcr of W ol Wt
Trackding 1D Trams | AT e s Ra e ks B roeCees 5 e R i e
2]
OB EA-E (E=H TSt Liser = S60.TS S0 O
oty St TG Reforamnce Mo miber L [
DZAPSSZO00E 1 2000 SN SO 201 S0 2 1 SO MR STE.ES
—=T
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—=T
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OEADOLFOTE 12200000 LA AT = 201 A 2 2 CRCHOMOHOHC) SIX. 5
ST
= ok i@ powc hnes . coama Emal Status: Suoosss

uPay Recurring Pavment Detail Report

On the Recurring Payment Detail Report, you can view scheduled recurring payments by selecting a future date
range that includes the scheduled payments. The Status column shows payments that have been processed
("Success™) and payments that are scheduled to be processed in the future ("Not Processed™). The status of
e-mail recurring payment confirmation messages is displayed (Success or Failure). You can hide the e-mail
address information and contract the list of installments by selecting the Hide Detail button
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Posting Status

TouchNet Ready Partners do not use this feature.

Posted Parameters

This report displays any parameters that were configured in the uPay Form Parameters page. The payment
information in this report can be exported by using the "Export to CSV" button. The posted parameters appear
in new columns to the right of the other data in the CSV file. Select View Detail to see all parameter fields.
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User Roles Report

This report shows a list of all assigned user roles for this uPay site—uPay site managers, payment clerk, and site
accountants. The report is initially sorted by Role Name (the far left column); however, you can select the
arrows in the column headers to choose a different sorting method. You can export this report in CSV format.

User Roles Prin Page

Expoat Ta C 5%

- - - - -

Rcle Mame Esterread 1d mer Rl Upay Site Id Ulpery Sabes Mamre
PryTRENT Clerk CERS0H, T nEsiene Freid Flintsions 5 [erek PRy Sins
ubay She Accountant SRS a0. Wl lintmone ilma Flincstona 5 Daorak wlay St
uPay Lime Manzgor COEs00. brubble Barney Fubiblo 5 Derek ulay Sita
uPay SitE Manager CCAF0D. berubble Betty Rubble ] Ceresi uFmy Sites
uPary Site Manager CoR 0D, pflindsbone Pebbdes Flintsions 5 De=rek uFay S

Section V: Resources

A. Designated email: marketplace@uconn.edu

B. Resources on Cash Operations website: https://bursar.uconn.edu/cash-operations-3/

C. Main Contacts: Sherri Manis, Alyse Lofman-Kwapien

D. Logging into Marketplace Operations Center:
https://secure.touchnet.com/ucommercecentral
Login username will always begin with c21646.
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